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Good management of an installation 
requires that carefully planned pro­
cedures be developed to handle any 
error conditions or machine malfunc­
tions that might be expected to occur 
in the normal course of operation. It is 
equally important that an installation 
give thought to the procedures it would 
follow for recovery in the event of a ma­
jor breakdown of its information 
system, including destruction of its 
equipment and/or records. The need 
for this protection from major 
breakdowns is becoming more impor­
tant as the information flow of 
organizations becomes increasingly 
computerized. Companies depending 
on large computerized data files for a 
substantial proportion of their accoun­
ting records or companies engaged in 
real-time processing applications that 
directly affect their normal operations 
must consciously provide for pro­
cedures that allow recovery of data 
and reinstitution of service in the case 
of a major installation breakdown.
Major breakdowns can occur from 
such natural catastrophes as fire, 
flood, windstorm, or earthquake, but 
they can also be precipitated by 
carelessness or by deliberate 
sabotage either by outsiders or 
employees within the installation. One 
of the responsibilities of the operations 
management is to provide adequate 
physical security, so that the probabili­
ty of a major breakdown can be 
minimized. However, it is prohibitively 
expensive, if not impossible, to guard 
against all potential accidents or equip­
ment failures; hence a contingency 
plan should be developed to handle 
unexpected disruptions of service.
Some firms are so dependent upon 
their computer operations that they 
cannot function as an economic entity 
without them. Other firms less deeply 
involved in computer applications may 
have the ability to revert to a manual 
system if necessary, but the loss of 
time and accuracy and the costs 
involved in such a reversion would like­
ly have a negative impact on accoun­
ting accuracy and timeliness, as well 
as possibly delaying information­
dependent operations.
Development of a 
Contingency Plan
An essential first step in developing 
a useful contingency plan for installa­
tion breakdowns is a thorough 
investigation of the data-processing 
applications installed and a decision as 
to which applications have a vital im­
pact on the continued operation of the 
company. Once these vital areas are 
identified, the procedures and data 
files that must be protected can be 
identified, and realistic planning for the 
development of recovery techniques 
can take place.
Responsible management person­
nel from both the data-processing area 
and the user departments must 
cooperate jointly in determining which 
information procedures and computer 
systems are important to the health 
and vitality of the company. Once the 
recovery plan is developed and 
responsibility is assigned for 
maintenance of the recovery pro­
cedures, it is important that the 
necessary raw material for such a pro­
cedure — the data files, the programs, 
the supporting software, the operating 
instructions — be documented and 
stored in a controlled location. Where 
feasible this should be an off-site loca­
tion physically removed from the in­
stallation itself. An off-site location 
provides safety from natural disasters 
that might engulf the installation pro­
per and also provides some protection 
from the actions of disgruntled 
employees at the home location. Ac­
cess to the off-site location must be 
controlled, and all material kept at the 
off-site location must be carefully main­
tained so that it is current and ready 
for use at all times.
A good recovery or contingency plan 
must include several elements. First, 
arrangements must be made to obtain, 
when needed, a particular hardware­
software configuration. Duplicate pro­
grams and operating instructions are 
useless unless the company can pro­
vide the same computer configuration 
(including software support systems) 
for which these programs and instruc­
tions were designed. Since the 
stresses produced by an emergency 
situation are not conducive to very ef­
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fective performance in changing 
operating procedures and even pro­
grams to fit different computer 
configurations, arrangements for alter­
native computers should be made well 
in advance, with frequent review of 
both the home and alternate systems. 
Periodic review is important, for the 
value of the backup plan could be 
severely limited should the alternate 
computer be changed without proper 
notification and without corresponding 
revisions of the plan. Not only must the 
backup computer be frequently review­
ed concerning its physical configura­
tion, but the arrangements providing 
for the use of that computer should 
also be periodically reviewed.
The environmental conditions of the 
alternate computer are also important. 
If access time is limited, this can create 
the same negative impact as a change 
in physical configuration. Thus, if ar­
rangements have been made to use a 
particular system, based on the 
assumption that it will have shifts free 
during the day, and if the load in that 
installation has changed so that the 
computer now has only a few hours 
free a day, it is important that con­
tingency plans be reorganized to 
recognize that limitation.
Second, the operating instructions 
for the recovery procedures must be 
carefully documented and stored in a 
safe area away from the primary in­
stallation site. These should include 
not only the actual computer pro­
cedures, but also the documentation 
of all manual procedures, such as data 
preparation and balancing, that are a 
critical part of a successful operation. 
Training individuals who will be involv­
ed in the recovery operations is just as 
essential as the documentation. Vital 
time can be lost and expensive errors 
made when personnel are expected to 
handle unfamiliar activities during a 
period of stress.
Third, the programs themselves 
must be copied and stored where they 
can be properly secured and made 
readily available when needed. Proper 
maintenance of the backup program 
library is as important as its original 
creation. At a minimum, current copies 
of the object programs and their 
related constant or table data should 
be stored. Additional documentation, 
such as source programs and 
diagrams, is also highly desirable once 
the immediate restart has been ac­
complished, and the secondary 
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recovery activities, such as 
reestablishing normal documentation 
in the main installation, are begun.
Fourth, data files that are essential 
to continued company operation must 
be copied and stored in an offsite loca­
tion. This task more than any other 
represents an ongoing, continuing ef­
fort. Each time one of these critical files 
is updated, the offsite backup file must 
also be updated. Provision must also 
be made for keeping backup records 
of the transactions that will affect the 
latest generation on file (or procedures 
for recapturing the content of those 
transactions). Emergency alternate 
procedures for collecting data from 
currently occurring transactions must 
also be activated until the main in­
stallation is again functioning normally.
The use of transaction logs 
(especially in a data base environment) 
is becoming increasingly common. 
Each addition, deletion, or modification 
entered into the system to update a 
master file is automatically logged. 
This transaction log contains data 
about the transaction that can be 
useful in reconstruction procedures. 
The information logged includes iden­
tification of the master file accessed, 
the task performed, the work station 
from which the transaction was in­
itiated, the identification of the person 
or procedure initiating the transaction, 
and the time of day. In addition, an im­
age of the record added, or deleted, or 
the “before and after images” of 
records updated are included. Having 
this information summarized in one 
source facilitates reconstruction of 
files.
Because the contingency plan is so 
important to the installation, and 
because one missing data file could 
cause an entire system and all of the 
preliminary planning to be nullified, it 
is essential that the contingency plan 
be current and executable at all times. 
For this reason a periodic review and 
audit of the proposed procedures are 
highly desirable. The plan of action 
and the facilities provided for the 
recovery procedure should be examin­
ed regularly. Responsibility for 
maintenance of the reconstruction 
plan should be specifically assigned to 
a knowledgeable individual within the 
installation or within the internal audit 
group.
It is frequently helpful to have third 
parties read the contingency plan and 
determine if the information needed is 
clearly presented. This plan will most 
likely be called into action in a time of 
crisis, and items such as the correct 
file to use and the correct generation 
of the file should be readily ascer­
tainable. The panic-like atmosphere in 
a time of crisis does not encourage 
clear thinking and systems develop­
ment. Frequently a simulated 
emergency in which the auditor actual­
ly follows the instructions of the con­
tingency plan, checking the clarity of 
operating instructions and availability 
of necessary programs and files, is a 
good test of the adequacy of the plan. 
A systematic review and evaluation of 
the contingency plan is as important as 
the original development of that plan. 
Often the plan originally designed was 
sound but has deteriorated over a 
period of time, when laxity can develop 
in the day-to-day administration of the 
plan.
The programs and documentation of 
an installation are important assets of 
a company. Replacing them is costly, 
particularly in a time of emergency. 
Keeping duplicates of programs in 
machine-readable form and instruc­
tions on microfilm in another location 
is comparatively inexpensive. Carefully 
planned file storage and predeter­
mined emergency procedures in many 
instances actually make continued 
operation possible. Continued 
vigilance to safeguard the validity and 
usefulness of such a contingency plan 
is a small price to pay for prompt 
restart of vital information service.
Protection Against 
Financial Loss
An adequate contingency plan helps 
an installation to minimize its losses 
and resume normal operations effi­
ciently. It is impossible, however, to 
completely avoid all losses. The in­
stallation should investigate the finan­
cial protection and cost-recovery 
provided by insurance programs. In­
stallations usually recognize the value 
of their computer hardware and have 
it adequately insured. But they fre­
quently fail to recognize the value of 
the supporting software and the data 
files. The cost of reconstructing 
destroyed files and the loss of revenue 
and added costs of carrying on normal 
business activities while the files ’are 
being reconstructed should also be 
recognized. After calculating the dollar 
value of such losses, the installation 
should consider obtaining adequate in­
surance coverage to help recover and 
minimize such expenses. For 
organizations such as service centers 
and time-sharing companies that supp­
ly computer time or data processing 
services for outsiders, such potential 
losses represent liabilities that must be 
covered by data processing liability in­
surance. But these losses are also 
recognizable expenses for the installa­
tion providing in-house service and 
should not be overlooked in providing 
for a company-wide insurance 
program.
In recent years there has been a 
significant increase in the use of in­
surance written specifically for the data 
processing function. General liability 
insurance does not ordinarily cover ac­
tual systems or products, but rather the 
physical premises or facilities. General 
liability insurance does not protect 
computer hardware, software, or the 
expense in recreating documentation 
or programs; neither does it cover the 
losses due to disruptions of operations 
caused by the failure of the information 
system. Thus, specific insurance for 
the data processing function is usual­
ly a necessity.
Virtually every data processing 
policy will offer coverage of the 
physical hardware. Such coverage can 
either be on an actual cash value basis 
or a replacement value basis, with a 
corresponding effect on the deductible 
amount and premium cost. Insurance 
on the hardware is of course desirable 
if the firm owns this equipment 
outright. However, if the firm is leas­
ing its hardware, it should investigate 
the insurance coverage held by the 
lessor. Many times the lessor’s in­
surance will absorb the cost of a loss 
in the event of a major disaster, and 
the lessee will find it unnecessary to 
duplicate this coverage. Of course, 
care should be taken to insure against 
perils not specifically covered by the 
lessor’s insurance. Coverage of the 
physical hardware should also include 
any peripheral devices at remote sites.
Insurance coverage associated with 
software and data files will in most in­
stances cover the cost of the physical 
media and the cost of recreating the 
data. However, many policies will not 
cover the intrinsic value of the data 
itself. These policies make the implicit 
assumption that useable backup 
copies of valuable files are stored 
securely off-site and cover just the 
costs associated with recreating the 
files from these copies. Policies of this 
type will not cover the costs incurred 
by having to rewrite, redevelop, and 
retest an important applications pro­
gram from the very beginning. Policies 
that do offer this sort of total coverage 
for programming and development 
costs can be prohibitively expensive as 
well as difficult to obtain. Most firms 
would be better off by making sure that 
current copies of vital data and soft­
ware are always obtainable and selec­
ting the lesser coverage.
Policies covering the consequential 
business loss incurred from a data pro­
cessing disruption are also obtainable 
from many insurers. Policies in this 
area tend to offer the most complex 
alternatives in terms of coverage and 
premium because of the number of 
variables that can be involved in com­
puting the dollar amount of the loss. 
Some policies will define this amount 
as the difference between usual earn­
ings and earnings during the disrup­
tion period, and compensate the firm 
for all or part of that amount. Other 
policies will define the loss amount as 
the extra expenses incurred by the firm 
to continue with contingency opera­
tions, reimbursing the firm for such 
items as fees paid for the use of an 
alternate site or service bureau, over­
time costs for personnel, and so forth.
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Still other policies will offer coverages 
combining the two aforementioned 
loss calculations.
Assessing Risk and The Level 
of Investment in Contingency 
Plans
The provisions a firm makes in a 
contingency plan for back up of hard­
ware and software, data storage, per­
sonnel, organization plans, and off-site 
facilities all vary directly with the firms 
identification and evaluation of its vital 
applications. In fact, the very existence 
of the backup plan itself revolves 
around the level of importance that the 
firm assigns to its computer 
applications.
Contingency and recovery plans are 
extremely costly and technically com­
plex. Development of the details of the 
plan require the participation of users 
and technical DP personnel who can 
address not only the technical ques­
tions of hardware, software, data struc­
tures and storage requirements, 
operational procedures, but also, 
operational priorities of the company 
and its need for information. To be ef­
fective an objective assessment must 
be made of the costs of varying levels 
of contingency plans against the 
losses of varying periods of “down 
time.’’ Further, it must be recognized 
that a recovery program often must be 
staged with critical applications given 
highest priority. Often the best opera­
tional level that can be hoped for in a 
total disaster situation is that of limited 
essential processing.
Two basic considerations should be 
made in determining how many “con­
tingency” resources will be provided 
and then how those available 
resources will be used. First, the 
relative value of a given system in 
regards to company objectives must 
be assessed. Second, in choosing 
priority applications, systems inter­
dependence must be identified and 
accommodated.
The primary responsibility for iden­
tifying and ranking crucial functions is 
that of senior management and the 
user departments. Senior manage­
ment must be involved to prioritize the 
importance of various user needs. 
User department participation is 
essential to accurately identify informa­
tion needs and characteristics.
The data processing area’s involve­
ment in this process should generally 
begin after the vital jobs are identified.
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At that point estimates of critical re­
quirements for each job can be listed. 
These include such considerations as 
processing time, both at present and 
in a backup situation, the hardware, 
data files, and programs required to 
run the jobs, input and output frequen­
cy, debugging, file reconstruction and 
testing time estimates.
It is clear that plans for DP recovery 
and back up should not be left to 
chance or to the varied skills of lower 
level management in the data process­
ing area who may not have the time or 
the resources to implement an ade­
quate and economically viable plan. 
Such a plan must be developed on the 
basis of a thorough analysis of the 
potential sources of disruption of the 
data processing resources, and their 
subsequent impact on company 
operations. The losses involved are 
usually much greater than just the 
destruction of the physical assets such 
as DP hardware. They include the 
value of development systems which 
are time-consuming and expensive to 
replace, the loss of critical data, and 
the loss of potential revenues due to 
disrupted operations. Ω
Walkup Letter
I wish to second the recommenda­
tion of Melanie Walkup in her letter to 
the editor in the January 1984 edition 
of The Woman CPA. This magazine 
could be a very important tool for 
reaching scores of women CPAs who 
might not otherwise have regular con­
tact with other women in our profes­
sion. In particular the magazine could 
reach those many women who have 
left public practice for positions in in­
dustry. Such women quickly become 
isolated (speaking from experience).
Please add to Ms. Walkup’s list of 
suggested topics such items as:
• How can a woman controller demand 
serious consideration and services 
from male bankers?
• How to select a copy machine and 
how to deal with copy machine 
salesmen.
• How can a woman controller best 
relate to male production managers? 
• Presentation skills needed in 
discussing financial statements with 
your board of directors.
I would appreciate your strong con­
sideration of a new mission format.
Rebecca L. Frazier, CPA 
Bristol, Indiana
The following are my comments on 
Ms. Walkup’s letter in the January 
1984 The Woman CPA.
I do not know what Ms. Walkup 
means by “zing.” If she means jokes 
and human interest stories, I can get 
all of those I need from the Reader’s 
Digest. Regarding market position, I 
think Ms. Walkup is overlooking those 
of our readers who do not read the 
Journal of Accountancy and who may 
not have access to the Journal. Also, 
I think that if we tried to be more like 
Savvy, we would lose our male 
readers.
Reading the Journal of Accountan­
cy is fine. I do it too, but recently I read 
a technical article in The Woman CPA 
on a topic which I don’t remember 
seeing mentioned in the Journal of 
Accountancy.
In answer to question number one 
(to break into the old boys lunch 
crowd): Don’t try. I think that there are 
times when men need to be alone with 
other men. If you are invited to join the 
“old boys” lunch crowd, do so, but do 
not try to muscle in.
Question No. 2 (a subordinate who 
resents you): I think this calls for a con­
frontation. During the Second World 
War, I was the chief accountant for a 
subsidiary of a large company. My 
female assistant seemed to resent the 
fact that I was the boss. One day I told 
her that I was in charge and that I ex­
pected to remain in charge. Today, for­
ty years later, we are still good friends.
Question No. 3 (sabotage by a peer): 
Ms. Walkup seems to be uncertain and 
unsure of herself.
Question No. 5 (dress): No, it is not 
necessary to abide by John Molloy’s 
rules. I think that all that is necessary 
is for a person to be as clean and neat 
as possible and to dress as well as he 
or she can comfortably afford.
As to hiring a professional editor, I 
think the present arrangement is work­
ing very well.
Mary Burnet, CPA
Emeritus Professor of Accounting 
Rochester Institute of Technology 
Rochester, New York
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